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Part 1/4. Introduction

e (Standard) machine learning
— Single learner & single objective



« Adversarial machine learning in broad sense
— Multiple learners & multiple objectives
— Objectives are often conflicting
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Generative Adversarial Nets

Loss

Discriminator
(Real? Synthetic?)

Synthetic data
Generator
(e.g., conv nets)

 [Goodfellow et al.’14]
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GAN-related work

e Variants

Deep convolutional GAN (DCGAN) [Radford et al.’15]
Conditional GAN [Mirza et al.’14]

Adversarially learned inference (ALI) [Dumoulin et al.’16]
Adversarial autoencoder (AAE) [Makhzani et al.’15]
Energy-based GAN (EBGAN) [zhao et al.’16]
Wasserstein GAN (WGAN) [Arjovsky et al.’17]
Boundary equilibrium GAN (BEGAN) [Berthelot et al.’"17]
Bayesian GAN [Saatchi et al.’17]

* Applications



GAN In Medical Imaging

Denoising [Yi et al.’18] Modality transfer [Wolterink et al.’17]

Anomaly detection [Schlegl et al.’17]

Training the GAN Identifying anomalies ..H
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Domain adaptation

+ -
Losses
Digit Domain
Classifier Classifier
(0?17 ...97) * * (MNIST? SVHN?)
Representation
Learning
(e.g., conv nets)

Multi-domain
datasets

[Ganin et al.’15]



More examples of adversarial ML

GAN

Domain adaptation

Robust classification: narrow-sense adversarial learning
Privacy-preservation / fair learning

Attack on Deep NN

Training data poisoning

Hyperparameter learning

Meta-learning



Part 2/4. Privacy preservation

Based on

— J. Hamm, “Minimax Filter: Learning to Preserve Privacy from
Inference Attacks,” IMLR, 2017

— J. Hamm, “Preserving Privacy of Continuous High-dimensional
Data with Minimax Filters,” AISTATS, 2015

Also related to

— J. Hamm, P. Cao, and M. Belkin, “Learning Privately from
Multiparty Data,” ICML, 2016
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Subjects

X : MRI data
y : identity
Z : disease

Scenario
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11



Subjects

X : MRI data
y : identity
Z : disease

Scenario

Researcher

sy Adversary

-

12



X : MRI data
y . identity
Z : disease
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Filter

g:RP? - R?
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X : MRI data
y : identity
Z : disease

Filter

g:RP? - R?
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Game formulation

Researcher: min utility risk

_ Filter
X : MRI data g:RD — Rd

y . identity
Z : disease

min f,1(w) = E[1(g(6 w), 2)]

@ Researcher

Adversary

»
\J.)
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Game formulation

Researcher: min utility risk min f,.;;(w) = E[l(g(x;w), z)]
w
@ Researcher
»
. W
§
& I
Filter P
X : MRI data . pD d E Adversary
: ) g:R”" - R |
y . identity
z . disease

Adversary: min privacy risk min fyriy (v) = E[L(g(x; v), y)]
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Game formulation

»
N
-

_ Filter
X MRI glata g:RD — Rd
y . identity
Z : disease

Filter: find optimal trade-off

Researcher

Adversary

min [ min privacy risk + min utility risk |

g
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e Solve

Optimal trade-off

min [ min privacy risk + min utility risk |
g
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e Solve
min

= min

Optimal trade-off

- min privacy risk + min utility risk ]

—min f,,1,(g,v) + p min £ (g, w))|
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Optimal trade-off

e Solve
min [ min privacy risk + min utility risk |
g -
= min |~min f,,.,(g,v) +p min £, (g, w)]
g L v w

= min [max feomp (9, v, W)]
gw = v



Optimal trade-off

e Solve
min [ min privacy risk + min utility risk |
g -
= min [—min £, (g, v) + p min fy.c1,(g, W)
g L v w

= min [max feomp (9, v, W)]
gw = v

e Solution is called Minimax filter, which is optimal by
design
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Optimization

e Continuous minimax optimization isn’t too easy

Classic first-order method [kiwiel's7]

Repeat:

Linearize f:  f'(g,v) = f(u,v) + (Vuf(u,v), ¢ —u)
Solve

. 1
min [max g v) + §HQHQ]

Update
Uu<—u—+mngq

— An analog of steepest descent for minimax
— Converges under mild assumptions
— Uses line-search
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Experiments

* Filters compared
— Minimax
e Minimax 1 (linear), Minimax 2 (2-layer NN)
— Non-private
 Random proj, PCA
— Private

* Private Partial Least Squares (Enev, 2012)
« Discriminately Decreasing Discriminability (Whitehill, 2012)

» Loss/classifier: multiclass logistic regression

23



Experiment 1

« Activity recognition from motion data (UCI HAR dataset)
(x=time-freq features, N=10299, S=30, 6 activities)
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« Activity recognition from motion data (UCI HAR dataset)
tvities)

(x=time

Experiment 1
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Experiment 1

« Activity recognition from motion data (UCI HAR dataset)
(x=time-freq features, N=10299, S=30, 6 activities)
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Emotion recognition accuracy

Experiment 2

 Emotion recognition from speech (Enterface dataset)
(x=MFCC, N=427, S—43, {happy,non-happy}
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Expression recognition accuracy

* Gender/expression recognition from face (Genki dataset)

Experiment 3

(x=raw image, N=1740, {male,female}, {smile, non-smile}
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Generalization bound

Q. Does it generalize well?

29



Generalization bound

Q. Does it generalize well?

e A. Theorem.
Egpm [|[Ep[ly(u*,v*,w")] — Ep[l;(a,v,w)]|
<4FEg.pm R(,0oH,oGoS)+pR(l, 0 H,oGoS)]

where

- L;(g,v,w) = —1,(g,v) + p [,,(g, w): joint privacy-utility loss
- (g, D, w ) :empirical minimax solution
- (g*,v*,w*) : expected minimax solution
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Part 3/4. Optimization

Based on

— J. Hamm and Y.K. Noh, “K-Beam Minimax: Efficient Optimization
for Deep Adversarial Learning,” ICML, 2018
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Minimax optimization

 Minimax filter [Hamm'15]:

min [-min fyr, (g, v) + p Min fueii (g, w)]

e GAN [Goodfellow et al.’14]:
min max [E[log D(x;v)]+ E[log(1 — D(G(z;u); v))]]
u v

 Domain adaptation [Ganin et al."15]:
min max [—E[D;(G(x;u'); v)] + AE[D,(G(x; u'); w)] |

u=u',w) v

32



Minimax optimization

« General form: minmax f (u, v)
uel vev

— Zero-sum leader-follower games
- u: leader/min player, v: follower/max player
- f(u,v): payoff of follower/max player

33



Minimax optimization

Inner maximization

General form: minmax f (u, v)
uelv |vev

— Zero-sum leader-follower games
- u: leader/min player, v: follower/max player
- f(u,v): payoff of follower/max player

34



Minimax optimization

Innher maximization

General form: |minmax f (u, v)
uelv |vev

outer minimization
— Zero-sum leader-follower games

- u: leader/min player, v: follower/max player
- f(u,v): payoff of follower/max player

35



GAN as minimax problem

« GAN: minmax f(u,v), where
u v
fu,v) = Ep[log D(x;v)] + Ep_(5)[log(1 — D(G(z; u); v))]
« Analytical solution to inner problem argmax V (u, v) IS [Goodfellow1s]
v

B _ P(x)
D) = sorr, )

fr(u):= max flu,v) =2 ]SD(P(x)||PZ(G(Z))) + const

, and consequently

e GAN: min f*(u) = min 2 JSD + const
u u

= GAN is a Jensen-Shannon Divergence minimization problem

o Assumptions: inner maximization is feasible and numerically
solvable

36



f-GAN

GAN: JS-divergence minimization
f-divergence F(P||Q) = Eqlf(P/Q)]

— Generalization of JS-divergence
F(P||Q) = mglx[Epr T(x;v) — Ex—qe [ (T(x;v))], where
T is variational function, f is generator function
f*(t) = sup (ut — f(u)) is Fenchel dual of f [Nowozin'i6]
= f-GAN milrtﬂmizes (lower bound of) f-divergence F(P||Q)
GAN: max |Epo[log D(x; v)] + Ep ([log(1 — D(G(z; w); v))]]

Assumptions: inner maximization is feasible and numerically
solvable

37



In reality

Assumptions: inner maximization is feasible and
numerically solvable

Training procedure Is quite different from theory
Ideally:

1) Solve v = argmax f (u, v) accurately
v

2) Solve u = argmin,, f(u, v) approximately, and repeat 1) - 2)
What people really do:

1) Solve v = argmax,, f (u, v) approximately

2) Solve u = argmin,, f(u, v) approximately, and repeat 1) - 2)

38



Gradient Descent

Simplest way to solve min (or max) approximately
Alternating

ue—u—pV,f, vev+nl,f
Simultaneous

() =)+ (0 )

Q. What solutions can alternating/simultaneous gradient
descent find?
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Saddle point

o Def. (u*,v") Is a saddle point if

fw ,v) < fw,v)<fuv), vuv)

f(u,v) = u? — v?

40



Saddle point theory & algorithm

o Early researchers (50’s — 80’s)
— Arrow, Hurwicz, Uzawa, Dem’yanov, Evtushenko, ...

* Related topics

— Extragradient, Proximal Gradient, Mirror Descent, Chambolle-
Pock, Variational Inequality, ...

e Recent work

— [Hazan et al.,’17], [Daskalakis et al.’18], [Adolphs et al.’18],
[Metrikopoulous et al.’18], [Rafique et al.’18], [Lin et al.’18], ...
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Failure of gradient descent

e Gradient descent does not fu,v) =uv

always converge

=12
1 -1 [Usman et al.’18]
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Failure of gradient descent

e Gradient descent does not fu,v) =uv

always converge
— Modify gradient descent

[Mescheder et al.’17; Nagarajan et al.’17;

Roth et al."17] = Ron Y-l

-1/2
1 -1 [Usman et al.’18]
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Failure of gradient descent

e Gradient descent does not f,v) T w

always converge L
— Modify gradient descent

[Mescheder et al.’17; Nagarajan et al.’17;

Roth et al.’17] a o~

-1/2
1 -1 [Usman et al.’18]

e GAN training fails frequently
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Failure of gradient descent

e Gradient descent does not f,v) T w

always converge L
— Modify gradient descent

[Mescheder et al.’17; Nagarajan et al.’17;

Roth et al.’17] a o~

-1/2
1 -1 [Usman et al.’18]

e GAN training fails frequently
— Change the GAN objective

[Uehara et al.’16; Nowozin et al.’16;
Arjovsky et al.’17]
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Failure of gradient descent

e Gradient descent does not f,v) T w

always converge L
— Modify gradient descent

[Mescheder et al.’17; Nagarajan et al.’17;

Roth et al.’17] a o~

-1/2
1 -1 [Usman et al.’18]

e GAN training fails frequently

i i CHLB3WYI3UY FEFEREEPR
— Change the GAN objective 6Ltz v FEEEEEEE
CWIe?2+923 FEFFEFEFRPE
[Uehara et al.’16; Nowozin et al.’16; -}»(?;-3{3'? zf: ;:::i:ﬁ;’:

1 ) [q -’ ‘f l’:
Arjovsky etal."17] E3LMbT I FEEEEGEE
w2z 113¢4 FEFFEFERPF
Qre&2767%44 FFEFFFEEFF

 Q: What if GAN solution is not a [Mets et al. 17]

saddle point?
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Example

e Anti-saddle f(u,v) = —u? + v? + 2uv,
— Concave-convex
— No saddle point
— Minimax solution at (0, £0.5)

(Jul < .5, |v| < .5)

0.6 —0.6
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min, max,, f(u,v)
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min, max,, f(u,v)
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min, max,, f(u,v)
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min, max,, f(u,v)
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min, max,, f(u,v)
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Gradient descent/ascent
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Gradient descent/ascent
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Gradient descent/ascent
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Gradient descent/ascent
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Gradient descent/ascent
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Gradient descent/ascent
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Gradient descent/ascent
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Gradient descent/ascent
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Gradient descent/ascent
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Gradient descent/ascent
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Gradient descent/ascent
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Minimax points # saddle points

 Minimax point: (u*,v*) = argmin, max,, f(u,v)
e Saddle point: f(u*,v) < f(u*,v*) < f(u,v*), V(u,v)

« Examples:
fu,v) = —u? + v? + 2uv, f(u,v) = —0.5u? + 2uv — v?

[ ]

/ “ 0.6

- - & 0.4

b , 0.2

; 0.0

—-0.2

- —0.4

—0.6

-0.6 Y 0.6
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Minimax points = saddle points

 Minimax point: (u*,v*) = argmin, max,, f(u,v)
e Saddle point: f(u*,v) < f(u*,v*) < f(u,v"),

« EXxception: von Neumann (1928)
— Same if f(u,v) iIs convex-concave

- fu,v) = u? = v?
— (0,0): saddle & minimax

V(u,v)

0.6 —0.6
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Proposal

 Challenges

— The solution we are seeking for GAN-like problems may not be a
saddle point

— Multiple local optima R(u) = argmax f (u, v)
v

- R(u) is discontinuous even if f(u, v) is continuous

66



Proposal

 Challenges

— The solution we are seeking for GAN-like problems may not be a
saddle point

— Multiple local optima R(u) = argmax f (u, v)
v

- R(u) is discontinuous even if f(u, v) is continuous

e QOur suggestion
— Approximate the global solution R(u)

— By keeping K candidate solutions
A = (Wi, ..., v)

— Can handle non-unique, discontinuous R (u)
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K-beam minimax

Randomly initialize K candidates 4, = (v}, v7, ..., v¥
Fort=1,.,T
max step:
« Fori=1,...,.Kin parallel
Vi1 < Vi + 10 U f (Ug, vp)
min step:

e U =argmax f(u,v)
UEAt

e Uy < U —p V,f(ug, D) © gradient evaluated at the best v

Related ideas [Durugkar'16, Saatci’l7,Dem’yanov’72, Salmon’68]
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e-subgradient version

Algorithm 1 K-beam e-subgradient descent Algorithm 2 Descent direction
Input: f, K, N, (p;), (n:), (€;) Input: f,u, A= (v', ... 0v5) €
Output: un, Ay Output: g
Initialize ug, Ag = (v§, ..., v{) Begin
Begin Find kpax = argmax;<p< i f(u, vk).
fori=1, ... ,Ndo Find {v*1, .., vf"} = RS (u) = {v € A| f(u,vFma) —
Min step: flu,v®) < e}
Update u; = u;,—1 + p; g(u;, A;, €;) where g is a de- Compute z; = V,, f(u,v%) forj =1, .., n.
scent direction from Alg. 2. Optional stopping criterion.
Max step: if 0 € co{z; U...U z,} then
for k =1, ..., K in parallel do Found a stationary point. Quit optimization.
Update vF < v | +n; Vo flug,vF ). end if
end for Decent direction:
Set A; = (v}, ..., vF). if » = 1 then
end for Return g = —z;.
else
Randomly choose z € co{z; U ... U z,} and return
g= —=z.
end if
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K-beam minimax

70



K-beam minimax
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K-beam minimax

12



K-beam minimax
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K-beam minimax
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K-beam minimax
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K-beam minimax
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K-beam minimax

1



K-beam minimax
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K-beam minimax
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K-beam minimax
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K-beam minimax
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Analysis

e Summary of theorems
— K-beam converges to minimax points if
A, are sufficiently close to true R(u;) ast - o
— Closeness measured by two Hausdorff distances

e dy(R(us),A;) = max mln ||v —v'|| (how close is each true max to one of

ER(ut) v!
the K candidates)
e dy(A,Swy)) = max gg}%n lv —v'|| (how close is each candidate to local
¢t VES(ut)
maxima)

* Previously: requires R(u) is unique, or f = fo(u) + go(v) + u"Bv
(bilinear)

e Our proof: f(u,v) need not be concave w.r.t. v
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Simple 2D surface

GAN with MoG

Experiments
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Experiments - GAN

« Jensen-Shannon divergence .

1 P+ 1 P+ fo. 7
]SD(P,Q):=§KL P,TQ +§KL Q,TQ

* P: mixture of Gaussians, Q: generative (two-layer neural net)
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Experiments - GAN

Jensen-Shannon divergence
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Part 4/4. On-going research

» Efficient bilevel optimization
— Based on “Penalty Method for Inversion-Free Bilevel
Optimization,” arXiv, 2019
« Adversarial attack

— Based on J. Hamm and A. Mehra, “Machine vs Machine:
Minimax-Optimal Defense Against Adversarial Examples," NIPS
Workshop on Machine Deception, 2017
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Nash vs Stackelberg game

 From Saddle point to Nash equilibrium
— Two-player zero-sum (Saddle point) :
Vw,v), fhv)<f@,v) < fuvh),
— N-players, general-sum:
Yu, Vi, fitu;,uZ;) < fi(u;, ul;)

 From Minimax to Stackelberg equilibrium
— Two-player zero-sum (Minimax):
(u*,v*) = argmin, max,, f(u,v)
— N-player, general-sum:
u = argming,, filug, u_y)
s.t. uy = argminy,, f5(uy, u_3)
s.t. -+ s.t. uy = argminy,, fy(uy, u_y)
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Topic 1 - Nash Equilibrium

Topic 2 - Stackelberg
Equilibrium

“Saddle-point problem”

“Minimax problem”

zero-sum, |V(u,v), fw,v) < f,v)|(W,v") =arg min, max, f(u,v)
two-player |V(u,v), fw*,v*) < f(u,v")
“Bilevel programming”

general-sum, | Vu, fw,v*) < f(u,v) u* = min f(u, v)

two-player Vv, gu*,v) < gu*,v) u_ .

s.t. v= mvlng(u, V)
“Multilevel programming”
uj = argming, f1(uq, u_1)

general-sum, Yu, Vi, s.t. up = argminy, f5(uy, u_,)

N-player filui, uZy) < fi(ug, uly) S.t. -

s.t. uy= argmin, . fy(uy, u_y)

88




Is GAN Nash or Stackelberg game?

Nash Stackelberg

Some GAN-like problems seems to fit either NE or SE better

Some problems, GAN in particular, are unclear
— GAN was analyzed as SE problem, but solved as NE problem

Properties and algorithms for NE is relatively well-known
Less so for SE, much room for improving SE
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Finding Stackelberg Equilibrium

* Bilevel problem: two-player, general-sum game
— uUpper/outer problem: min f(u, v)
u,v

— Lower/inner problem: s.t. v = argmin, g(u,v)

— Minimax minmax f(u,v) Is a special (=zero-sum) case:
u v

g(u, U) — _f(u; U)

— More complicated than minimax
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Bilevel optimization is numerically hard

e min f(u,v) s.t. v =argmin, g(u,v)
u,v

e Single-level equivalent: min f(u, v*(u)), where
u,v

v*(u) = argmin g(u, v)
4

Total derivative :—uf(u,v*(u)) is, from implicit function
theorem,

d 2 2 -1
@ =Wf - Vuvg(vvvg) Vof

Requires product of inverse-Hessian and gradient !!
— Can we avoid it?
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 Total derivate requires computing (V2,g)~1V,f

e Several methods proposed
— Approximate Hessian inverse [Domke'12,Pedregosa’16l]

— Forward/Reverse-mode differentiation [Maclaurin et
al.”15,Francheschi et al.’17]

— High space or time complexity
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Penalty-based method

Original: min f(u,v) s.t. v =argming(u,v) (1)
u,v

For convex, differentiable g, same as
min f(u,v) s.t. V,g(u,v)=0 (2)
u,v

Use Penalty-method:
min f (w,v;v) = f@v) + ZE V9@ )I?  (3)

Theorem: As y;,, — oo, limit point of the solution of (3) is a
KKT point of (2)
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Preliminary results

Complexity

Method

v-update

Intermediate update

Time

Space

FMD

v v — pVyug

P« P(I - pv%vg) - PVE;-UQ

O(UV2T)

O(UV)

RMD

v4— v — pVyg

pp— Vg q
2
g+ q—pViwg-q

O(VT)

OU +VT)

ApproxGrad

v v —pVug

q<q— ﬂvzt‘g[vgvg L va]

O(VT)

O(U+V)

Penalty

v v = p[Vuf +7ViugVag]

Not required

O(VT)

NU+V)

Synthetic examples
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Applications of SE

Data denoising by importance learning
— > G w), )

Zi Ui
(x1,Y;)ED¢y

min E,,; (u, w) s.t. w = argmin
u

Few-shot learning
1
Let E, ; (u,w;): = Walz(xiJ’i)EDval LChi (T (s u); wy), yi)

minz E,qoi(u,w;) s.t. w; =argminkEy-(u,w;),
u i [

Training data poisoning

1
Let Epoison(u, W): = NZ(XiJ’i)E X'x Y l(h(xl-; u, W), yl)
min —E,;; (u, w) s.t. w =argminEp;;son(u, w)
u w
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Thank you !

« Adversarial learning (game + ML) is a new approach in
ML with potentially ground-breaking advances

« Many applications in biomedical science
« Lots of interesting open questions to explore
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